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Online drug sales represent an even more difficult problem in the digital sphere, taking advantage of the dark web, social
media, and encrypted messaging services to exchange narcotics without ever having to leave (or enter) a country. This study
provides insight into legal issues related to online drug trafficking in India vis-a-vis global perspectives to highlight shortcomings
in enforcement and regulatory structures. The research explores how technological tools such as artificial intelligence (Al), big
data analytics, and blockchain analysis provide strong capabilities for monitoring, detecting, and disrupting online drug
networks. International cooperation in the ambit of this transnational threat is illustrated in the form of case studies from
India and other jurisdictions. Other organisations, such as the United Nations Office on Drugs and Crime (UNODC) and
INTERPOL, have played an important role in coordinating cross-border efforts to tackle the utilisation of cryptocurrencies
and encrypted communications in the drug trade. This research portrays the legal, technological, and policy dimensions that

can assist India and the world in the battle against this current crisis effectively.
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INTRODUCTION

Online drug trafficking refers to the illicit trade of narcotics and other illegal substances
conducted over the internet. This form of trafficking operates through websites, dark web
marketplaces, social media platforms, and encrypted messaging services, where buyers and
sellers communicate, transact, and arrange for the distribution of drugs anonymously. Unlike
traditional drug trafficking, which typically involves the physical movement of goods and
face-to-face transactions, online drug trafficking leverages technology to facilitate drug sales
on a global scale without requiring physical proximity between the parties involved.! Shreya
Singhal v Union of India? (2015) established the framework for the regulation of online
platforms in India. The case emphasises the tension between internet freedom and law
enforcement, an issue critical in combating drug trafficking over social media and encrypted

platforms.

In traditional drug trafficking, transactions occur through more direct methods such as street-level
sales or through established supply chains involving smugglers, cartels, and intermediaries.> The
process often relies on physical transportation across borders, making it subject to customs

enforcement, surveillance, and law enforcement operations.
HISTORY OF DRUG TRAFFICKING ORIGIN

The origins of drug trafficking can be traced back to the Qing Dynasty in China. During the
early 18th century, British merchants associated with the East India Company began illicitly
supplying opium to Chinese traders. By the early 1900s, China had developed a significant
illegal drug trade.* The increasing prevalence of opium addiction, which affected an
estimated four to twelve million individuals by 1838, prompted Chinese authorities to

impose a ban on opium imports.> This prohibition led to the First Opium War (1839-1842)

1 Srinivasan Gopal, 'Use of Apps and Social Media Platforms in the Digital Era for Illicit Drug Trafficking and
the Challenges Faced by the Empowered Agencies/Officers” (2023) 7(2) International Journal of Law
Management and Humanities <https://doij.org/10.10000/IJLMH.117087> accessed 10 April 2025

2 Shreya Singhal v Union of India (2015) 12 SCC 73

3 Saksham Sharma and Sahibpreet Singh, ‘“Technological Interventions in Combating Societal Drug Abuse’
(2023) 2(1) Lawfoyer International Journal of Doctrinal Legal Research

<https:/ /lijdlr.com /2024 /03 /26 / technological-interventions-in-combating-societal-drug-abuse /> accessed
10 April 2025

4 Carl A. Trocki, Opium, Empire and the Global Political Economy: A Study of the Asian Opium Trade (Routledge
1999)

5 Jonathan D. Spence, The Search for Modern China 156 (3rd edn, W. W. Norton & Company 2013)
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between China and the United Kingdom. Following China's defeat, the conflict concluded
with the Treaty of Nanking, which forced the Qing dynasty to permit British merchants to
continue the opium trade.® The profitability of opium ensured its widespread consumption

in 19th-century China.

The Second Opium War erupted in 1856, with the British now joined by French forces. The
war ended with the Treaty of Tianjin, compelling China to open additional ports for foreign
trade, including the opium market.” In response to the rising domestic consumption of
opium, Britain enacted the Pharmacy Act of 1868, which imposed restrictions on opium sales.
Meanwhile, the Prohibition Era in the United States (1920s-1930s) significantly influenced
the evolution of illicit drug markets. As the production and sale of liquor were prohibited,
organised crime syndicates capitalised on the demand by manufacturing and smuggling

alcohol, thereby strengthening their criminal enterprises.

In India, opium consumption was widespread from the Mughal period, often used for
recreational purposes. Under British colonial rule, the East India Company assumed control
over opium cultivation, legally trading it in permitted regions and smuggling it into
prohibited areas.® Following World War II, criminal organisations expanded their
operations, engaging in the large-scale production and distribution of heroin and cocaine. In
recent years, the global drug trade has witnessed a surge in synthetic substances such as
methamphetamine and MDMA, which are primarily manufactured in clandestine
laboratories. Drug trafficking has now evolved into a transnational issue, with criminal
networks spanning continents. Despite stringent law enforcement measures, the trade
continues to thrive, with traffickers employing novel substances and distribution methods to
evade detection. In contrast, online drug trafficking allows sellers to operate from virtually
anywhere in the world, while buyers can access the substances they seek with a few clicks,

bypassing conventional surveillance methods.

¢ Julia Lovell, The Opium War: Drugs, Dreams and the Making of China (Picador 2011)

7 John F. Richards, ‘Opium and the British Indian Empire: The Royal Commission of 1895" (2002) 36(2)
Modern Asian Studies <http://dx.doi.org/10.1017/50026749X02002044> accessed 10 April 2025

8 Alfred W. McCoy, The Politics of Heroin: CIA Complicity in the Global Drug Trade (A Cappella Books 2003)
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ROLE OF THE DARK WEB, SOCIAL MEDIA, AND ENCRYPTED MESSAGING

The dark web has revolutionised the illicit drug trade, providing a hidden marketplace
beyond the reach of conventional law enforcement. Unlike the surface web, which is indexed
by search engines, the dark web requires specialised software like Tor (The Onion Router) to
access, ensuring anonymity through layers of encryption. This secrecy has enabled a thriving

underground economy where users can buy and sell narcotics with minimal risk of detection.

The Silk Road (2011-2013), launched in 2011 by Ross Ulbricht, was the first large-scale dark
web marketplace facilitating the trade of illicit goods, including narcotics and firearms. It
operated on Bitcoin transactions to obscure financial trails.” However, its success drew
intense scrutiny, leading to a 2013 shutdown by U.S. law enforcement. Ulbricht was
convicted in 2015 and sentenced to life imprisonment for conspiracy to traffic narcotics and

money laundering.1

After Silk Road’s downfall, Alpha Bay (2014-2017) became the largest dark web marketplace,
boasting over 400,000 users at its peak.!! It facilitated the sale of drugs, hacking tools, and
counterfeit documents. In 2017, an international law enforcement operation, Operation
Bayonet, dismantled Alpha Bay. Its alleged administrator, Alexandre Cazes, was arrested in
Thailand, where he later died in custody.!? Following Alpha Bay’s closure, users flocked to
Hansa (2015-2017), unaware that Dutch authorities had seized control of its servers. In a
sophisticated sting operation, law enforcement monitored transactions and gathered
intelligence before shutting it down in 2017.13 The operation exposed the vulnerabilities of
even the most anonymised drug trade networks. Despite crackdowns, new platforms such

as Dream Market and Wall Street Market emerged, though their lifespans were significantly

9 United States v Ulbricht [2017] 858 F.3d 71

10 David Adler, ‘Silk Road: The Dark Side of Cryptocurrency’ (Fordham Journal of Corporate & Financial Law, 21
February 2018) <https://news.law.fordham.edu/jcfl/2018 /02/21/silk-road-the-dark-side-of-
cryptocurrency /> accessed 10 April 2025

11 “Massive blow to criminal Dark Web activities after globally coordinated operation’ (Europol, 20 July 2017)
<https:/ /www.europol.europa.eu/media-press/newsroom/news/ massive-blow-to-criminal-dark-web-
activities-after-globally-coordinated-operation> accessed 10 April 2025

12“AlphaBay Administrator Arrested” (US Department of Justice, 20 July 2017)

<https:/ /www.justice.gov/archives/opa/pr/alphabay-largest-online-dark-market-shut-down> accessed 10
April 2025

13 Netherlands Policing Report, Hansa Market Takedown and Its Implications (2017)
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shorter due to intensified law enforcement strategies.* The cat-and-mouse game between
cybercriminals and global authorities continues, with blockchain forensics and Al-driven

surveillance tightening the noose around illicit trade networks.

WhatsApp Drug Network in Delhi (2018): In 2018, Indian law enforcement dismantled a
major drug trafficking network operating through WhatsApp. Drug dealers exploited the
platform’s end-to-end encryption to conduct transactions involving narcotics such as heroin
and methamphetamine. Despite encryption challenges, law enforcement successfully

intercepted communications, leading to multiple arrests.!>

Telegram-Based International Drug Syndicate (2020): Telegram has emerged as a critical
tool for drug trafficking due to its encrypted channels. In 2020, Indian authorities uncovered
an international drug ring that coordinated narcotics sales through private Telegram groups.
These channels facilitated secure communication between traffickers and buyers, allowing
transactions to take place with minimal exposure. The investigation, led by the Central

Bureau of Narcotics, resulted in multiple arrests and the seizure of illicit substances.®

Social Media Drug Network in Mumbai (2021): In 2021, Mumbai Police exposed a
sophisticated drug distribution network leveraging Instagram and Facebook to advertise
illicit substances like ecstasy and marijuana. Buyers initiated negotiations via direct messages
before transitioning to encrypted messaging apps for finalising transactions. Law
enforcement effectively dismantled the network through advanced digital surveillance

techniques.!”

Interpol’s Findings on Digital Drug Trafficking (2021): Interpol’s 2021 crime report

highlighted the growing intersection of social media and illicit drug markets. The report

detailed how drug traffickers increasingly relied on encrypted messaging platforms,

14 INTERPOL, Annual Report 2023 (2024)

15 ‘Drug cartel busted, heroin worth 12 crore seized” The Hindu (16 January 2018)

<https:/ /www.thehindu.com/news/ cities / Delhi/ drug-cartel-busted-heroin-worth-12-crore-
seized /article22445586.ece> accessed 10 April 2025

16 Central Bureau of Narcotics, Annual Report (2020)

17 Mumbai Narcotics Control Bureau, Drug Trafficking on Social Media, Annual Report (2021)
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complicating enforcement efforts. It emphasised the necessity for innovative investigative

techniques to counteract encryption barriers and track online transactions.!®

UNODC Report on the Dark Web and Social Media: The UNODC’s 2023 report examined
the rise of social media and the dark web as drug distribution platforms. Digital expansion
has facilitated online drug purchases, with dark web sales peaking at $2.7 billion in 2021
before a sharp decline in 2022 due to law enforcement crackdowns on major marketplaces
like Hydra. The report underscored how encrypted communication channels continue to be

exploited for illicit drug transactions, posing significant challenges for regulators.!®
THE ROLE OF CRYPTOCURRENCIES IN DARK WEB TRANSACTIONS

Cryptocurrencies have become a key tool for transactions on the dark web, allowing
anonymous and pseudonymous exchanges that are difficult to track. Bitcoin, the first and
most widely used cryptocurrency, initially offered a level of anonymity by hiding user
identities behind alphanumeric wallet addresses. However, since Bitcoin transactions are
recorded on a public blockchain, law enforcement agencies have developed blockchain
analysis tools to track financial flows. In response, dark web users have turned to more
privacy-focused cryptocurrencies like Monero and Zcash, which use advanced
cryptographic techniques to obscure transaction details, making tracing nearly impossible.

Monero, for instance, employs ring signatures and stealth addresses to enhance privacy.?

In India, cryptocurrencies have gained popularity for both legal and illegal activities,
including online drug trafficking. The Reserve Bank of India (RBI) imposed a banking ban
on cryptocurrency transactions in 2018, but the Supreme Court lifted the ban in 2020, leading
to increased use of digital currencies such as Bitcoin and Monero. This has raised concerns

among Indian law enforcement agencies, which struggle to track illicit transactions.?!

The Ministry of Home Affairs has acknowledged the role of cryptocurrencies in drug
trafficking and money laundering, emphasising the need for stronger regulations to address

these challenges. The Narcotic Drugs and Psychotropic Substances (NDPS) Act, 1985,

18 INTERPOL, Digital Drug Trafficking: Challenges and Strategies, Interpol Crime Report (2021)

19 United Nations Office on Drugs and Crime, The Role of Digital Platforms in Illicit Drug Markets (2023)
20 EUROPOL, Internet Organised Crime Threat Assessment (2021)

21 Reserve Bank of India v Internet and Mobile Association of India (2020) 10 SCC 274
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criminalises drug trafficking and possession, but online platforms and encrypted messaging
apps complicate enforcement. Indian authorities have begun using cyber forensic tools to
track transactions and monitor social media for drug-related activities. However, legal
challenges remain, particularly under the Indian Telegraph Act of 1885 and the Information
Technology Rules of 2011, which limit law enforcement's ability to intercept encrypted
communications. These legal gaps make it difficult to investigate and prosecute online drug

trafficking cases effectively.?
STRENGTHENING NDPS ACT IMPLEMENTATION

The Narcotic Drugs and Psychotropic Substances (NDPS) Act, 1985, is the cornerstone of
India’s legal framework for addressing drug-related crimes. While it has been effective in
tackling traditional forms of drug trafficking, it has yet to fully address the nuances of the
online drug trade. To strengthen its implementation, the Act should be amended to
specifically include provisions that deal with online drug trafficking. This would ensure that
law enforcement agencies have clear legal grounds to take action against trafficking that

occurs through digital platforms. K.K. Verma v Union of India.?3

This case concerned the interception of communications under the Indian Telegraph Act. The
Supreme Court held that government agencies could intercept communications with
authorisation from the Ministry of Home Affairs, but it also highlighted the importance of
ensuring the protection of individual privacy rights. The rise of encrypted communications
poses challenges in balancing these concerns, especially in the context of online drug

trafficking.

Moreover, the implementation of the NDPS Act needs to be supported by enhanced training
for law enforcement officers. Cyber-related drug crimes require specialised knowledge and
skills. Police officers and investigators should be equipped with the tools and expertise to
investigate crimes that involve the dark web, social media platforms, and encrypted

messaging services.

22 Narcotic Drugs and Psychotropic Substances Act 1985
2 K.K. Verma v Union of India (1954) 56 BOMLR 308
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By undergoing rigorous training in cybercrime investigation, officers will be better prepared
to identify, investigate, and prosecute online drug trafficking operations. State of Punjab v
Balwinder Singh?*. This case involved the interception of phone calls and the use of
encrypted communication in the context of drug trafficking. The Punjab Police successfully
intercepted communications between drug dealers using encrypted messaging apps, which
ultimately led to convictions under the NDPS Act. This case highlights how modern
communication technologies are being used to commit drug-related offences and the

challenges law enforcement faces in investigating such crimes.

ROLE OF INTERNATIONAL COLLABORATION IN ADDRESSING ONLINE DRUG
TRAFFICKING

International collaboration plays a critical role in combating online drug trafficking,
particularly given the borderless nature of the internet and the sophisticated tools traffickers
use to evade detection. Agencies such as the United Nations Office on Drugs and Crime
(UNODC) and Interpol have been at the forefront of global efforts to tackle this menace.
These organisations work to enhance cross-border cooperation, provide technical assistance,

and facilitate joint operations to dismantle transnational drug trafficking networks.

The United Nations Office on Drugs and Crime (UNODC) monitors global drug trafficking
trends and provides research, policy guidance, and technical assistance to countries. Its
Global Programme on Cybercrime helps nations combat cyber-enabled crimes, including
online drug trafficking, by training law enforcement agencies in dark web monitoring and
cryptocurrency tracking. Reports like the World Drug Report? offer valuable insights into

online drug markets, promoting international cooperation and policy development.

The 2023 UNODC report identified over 1,000 active online drug marketplaces and
emphasised the need for stronger collaboration in cyber forensics and legal frameworks.
Additionally, UNODC’s Cybercrime Training Initiatives have helped countries like India
improve their cyber forensic capabilities, enabling better investigation and enforcement

against online drug trafficking.2¢

24 State of Punjab v Balwinder Singh (1996) 1 SCC 607
25 World Drug Report, United Nations Office on Drugs and Crime (2023)
26 [bid

234



JUS CORPUS LAW JOURNAL, VOL. 5, ISSUE 3, MARCH — MAY 2025

Interpol plays a key role in global police cooperation by sharing intelligence, issuing notices
like Purple Notices to alert member states about criminal methods, and coordinating
international operations. Its Cybercrime Directorate focuses on monitoring the dark web,
shutting down illegal marketplaces, and tracking cryptocurrency transactions. One example
is Operation PANGEA, an international effort led by Interpol to combat the illegal online sale
of medical products, including narcotics. In 2023, this operation involved law enforcement
from over 90 countries, leading to the seizure of millions of illicit drugs and the shutdown of

more than 1,000 illegal websites.?”

The Financial Action Task Force (FATF) establishes global standards to prevent money
laundering and terrorist financing. Its guidelines on virtual assets and cryptocurrencies help
law enforcement trace financial transactions linked to online drug sales.? FATF also conducts
mutual evaluations to encourage member countries to adopt best practices in tackling the
financial aspects of drug trafficking. Similarly, the International Narcotics Control Board
(INCB) monitors compliance with international drug control treaties and examines the role
of technology in drug trafficking. Through initiatives like Project Ion, INCB helps countries
track and intercept shipments of new psychoactive substances and precursor chemicals sold

through online marketplaces.?”

Technological Interventions: In the modern age, technology plays a crucial role in both
facilitating and combating crime. Online drug trafficking is no exception. Leveraging
technological tools can significantly enhance law enforcement’s ability to track and intercept
illicit drug transactions. Artificial intelligence (AI) and big data analytics have become
indispensable tools in the fight against online drug trafficking. Al enables law enforcement
agencies to monitor digital activities by identifying patterns in online drug sales, such as
specific keywords, financial transactions through cryptocurrency wallets, and suspect
behaviour. By analysing vast amounts of data from social media, encrypted messaging
applications, and dark web marketplaces, Al helps authorities detect emerging trends and
predict potential drug trafficking activities. This proactive approach allows law enforcement

to intervene before transactions occur. Al-powered tools can flag suspicious accounts and

27 INTERPOL, INTERPOL’s Operation ANGEA Targets Online Sale of Illicit Medicines (2023)
28 Financial Action Task Force, Guidance on Virtual Assets and Virtual Asset Service Providers (2021)
2 UNODC, International Narcotics Control Board (INCB) Report (2022)
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activities based on historical patterns, enhancing preventive measures against the illicit drug

trade.

Blockchain analysis plays a crucial role in tracking cryptocurrency transactions, which are
often used by drug traffickers to maintain anonymity. Cryptocurrencies like Bitcoin and
Monero facilitate illicit transactions by obscuring the identities of buyers and sellers.
However, blockchain technology itself provides an opportunity for law enforcement
agencies to trace financial flows. Specialised blockchain analytics tools can scrutinise
transaction histories, link cryptocurrency addresses to individuals or locations, and uncover
illicit financial networks. These insights offer valuable evidence for prosecutions, enabling

authorities to dismantle drug trafficking operations that exploit digital anonymity.
CONCLUSION

The emergence of social media platforms such as Facebook, Instagram, and encrypted
messaging services like WhatsApp and Telegram has significantly altered the landscape of
drug trafficking in India. Originally designed for communication and social interaction, these

platforms have now become critical tools for criminals engaged in the illicit drug trade.

The anonymity and privacy they offer allow traffickers to conduct illegal transactions with
reduced risk of immediate detection, creating significant challenges for law enforcement
agencies. The fundamental issue stems from the nature of these digital platforms. Unlike
traditional communication methods, social media and encrypted messaging services provide

high levels of privacy and security.

For instance, WhatsApp and Telegram utilise end-to-end encryption, ensuring that only the
sender and receiver can access messages. This makes it difficult for law enforcement agencies
to intercept and analyse communications, preventing them from gathering crucial evidence
like intercepted phone calls or surveillance data. Consequently, drug traffickers can operate

with greater discretion, complicating efforts to track and apprehend offenders.

In India, the Narcotic Drugs and Psychotropic Substances (NDPS) Act of 1985 serves as the
primary legal framework for combating drug trafficking. Although comprehensive in

addressing the possession, trafficking, and production of narcotics, the Act does not
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explicitly cover the complexities of online drug trafficking. This legislative gap allows
traffickers to exploit digital platforms while remaining outside the traditional scope of
enforcement. Additionally, the NDPS Act does not provide clear guidelines on handling
encrypted communications or the growing use of cryptocurrencies, which facilitate

anonymous payments in online drug transactions.

Addressing these challenges requires both legal and technological advancements. From a
legal perspective, India must modernise its drug control laws to explicitly address the role of
digital platforms in drug trafficking. This could include legislation that mandates
cooperation from social media and encrypted messaging services in criminal investigations.
However, such measures must strike a balance between law enforcement needs and the
protection of privacy and freedom of speech to avoid overreach and potential misuse of

surveillance powers.

On the technological front, Indian law enforcement agencies need to enhance their
capabilities in tracking digital communications. Investments in cyber forensic tools, artificial
intelligence, and blockchain analysis could be crucial in identifying and dismantling online
drug networks. This necessitates collaboration with tech companies and international
agencies to develop systems that can effectively monitor illicit activity while maintaining

users' privacy.

Furthermore, India could strengthen its international partnerships by sharing intelligence
with global organisations such as the United Nations Office on Drugs and Crime (UNODC)
and Interpol, both of which are already working to address dark web drug trafficking. Public

awareness and education are also critical in combating online drug trafficking.

Law enforcement efforts should not be limited to apprehending criminals but should also
focus on prevention. Raising awareness among young people about the dangers of engaging
with online drug dealers can help curb demand and reduce participation in illicit activities.
In this regard, public-private partnerships between social media companies and law

enforcement could play a vital role in preventing illegal drug sales before they occur.

In conclusion, while the anonymity provided by social media and encrypted messaging apps

has made drug trafficking more challenging to combat in India, it is not an insurmountable
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problem. A combination of legal reform, technological advancements, and international
cooperation can help India adapt to the evolving threat of online drug trafficking. Law
enforcement agencies must adopt proactive strategies to stay ahead of criminals who
continue to exploit digital platforms. Through a concerted and collaborative effort, India can
ensure that the NDPS Act remains an effective tool for safeguarding society against the

dangers of drug trafficking in the digital age.
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