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Protection of Children from Sexual Offences (POCSO) Act, 2012 is a step in the direction of protecting all the innocent souls,

who are exposed to the harshness of this cruel world. This act protects against many offences such as sexual assanlt, sexual
harassment, penetrative sexual assault, child pornography, etc. The pandemic came in the year 2020 and has had adverse effects
on the economies, lives of people, students" education, etc. Internet emerged as an elixir in the days of lockdown when everybody
was confined in the spheres of their homes and the option of working from home and online classes emerged. This concept of online
classes had a dual impact on the lives of students. Smartphones, laptops, etc. with internet connection exposed students to the
online world of exploiters. Children were being made targets of sexual abuse and crimes like child pornography increased. There
was a steep rise in POCSO cases during the period of lockdown. All this happened becanse of a lack of awareness, lack of
knowledge regarding sex (sex education), and negligent behavionr of parents. Crimes like child pornography are heinous and have
a long-term impact on the minds of children. Sometimes they get trapped in all this in such a way that they are ended up getting
depressed. All children have the option to contact and complain openly about the negative aspects of society under the POCSO

Act, whether it be a stranger, a member of their family, a close relative, a friend, or anybody else.
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INTRODUCTION

The pandemic was a new concept for each one of us. The world suffered together, and
introduced new ways to carry on work with the option of working from home, students’
education didn't suffer due to the emergence of the concept of online classes. They got connected
with their teachers and peers using apps such as zoom, MS teams, etc. internet proved to be a
boon for everybody. People during lockdown couldn't even imagine a life without the internet,
but the question here arises was the internet a boon in reality for everyone? Due to online classes
and access to smartphones (with social media handles), the country has seen a steep rise in
POCSO cases. Children are being exploited and abused sexually due to their immature nature
and lack of awareness. “In India, cybercrimes against children in 2020 rose by more than 400
percent by 20191. Nearly 90 percent of these crimes involved the publication or transmission
of child sexual abuse material (CSAM)2. Data obtained from the District Child Welfare
Committee (CWC) show a 36.5% increase in the number of POCSO cases registered in the 1st

seven months of 2021 when compared with the cases recorded in the whole of last year”?.
POCSO ACT, 2012

We live in a country that has a huge population and is marked as the second most highly
populated country in the world. In this country, 444 million people are children under the age
group of 1-18 years. Children are considered to be very innocent because they are still untouched
by the evils of society but when these innocent children face issues that can even shatter or burst
the minds of adults then their innocence fades away. Yes, I am talking about heinous crimes
such as sexual assault, sexual harassment, child pornography, and many more. These crimes are

not only heinous but are widely prevalent in today’s society. Children today don’t even feel

1’Cyber crimes against children in 2020 rose over 400% from 2019: NCRB report’ (Hindustan Times, 14 November
2021) <https://www.hindustantimes.com/india-news/cyber-crimes-against-children-in-2020-rose-over-400-
from-2019-ncrb-report-101636876552282.html> accessed 26 August 2022

2 Anirban Sarma, ‘A pandemic of abuse: How India is protecting its children online” (Observer
Research Foundation, 24 June 2022) <https://www.orfonline.org/expert-speak/how-india-is-protecting-
its-children-online/# ednl> accessed 26 August 2022

3 Keerthana M. Sundaram, "POCSO cases on the rise during pandemic period” (The Hindu, 18 August 2021)
<https:/ /www.thehindu.com/news/ cities/ Madurai/pocso-cases-on-the-rise-during-pandemic-period-
madurai/article35982304.ece> accessed 26 August 2022
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secure in their homes. Predators are everywhere. Most of the time we hear in news or read in

newspapers that a close relative or child’s teacher has sexually harassed the child.

In the case of Gaya Prasad Pal @Mukesh v State*, "the appellant stands convicted and aggrieved
by the judgment dated 15! October 2015 on the charge with the gravamen of him having
assaulted and committed forcible sexual intercourse with his less than 14 years old stepdaughter
making her pregnant with his child and subjecting her to criminal intimidation." This case is not
the one but one out of many in which children who know nothing about sexual harassment are
made the prey of these crimes. So to protect children from sexual offences such as sexual assault,
sexual harassment, etc Indian Government has made an Act known as POCSO Act (2012).
Protection of Children from Sexual Offences Act (POCSO), enacted on 19t June 2012 and
enforced on 14t November 2012, was created for the protection of children. The guidelines were

passed by the Ministry of Women and Child Development, India.
"POSCO ACT provides provision for the punishment for a variety of offences such as:-

e DPenetrative Sexual Assault: Insertion of penis/object/another body part in child's
vagina/urethra/anus/mouth, or asking the child to do so with them or some other
person

e Sexual Assault: When a person touches the child or makes the child touch them or
someone else

e Sexual Harassment: passing sexually coloured remarks, sexual gestures/noise,
repeatedly following, flashing, etc.

e Child Pornography

e Aggravated Penetrative Sexual Assault/ Aggravated Sexual Assault"
This act consists of special provisions -

e This act provides a condition that the investigation should be completed within 2 months

and the trial for the case should be completed within six months.

4 Gaya Prasad Pal @ Mukesh v State (2013) Civil Appeal No. 163/2013
5 POCSO Act 2012
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e According to this act, anyone who is under the age of 18 will be defined as a child and all
the problems related to the child will be dealt with under this act.

e This act provides for the establishment of Special Courts, for a speedy trial, and providing
children with a safe environment where they can tell all that they have gone through,
without hesitation.

e This act is gender neutral, as both girls and boys are covered under the ambit of this act.
In today's society, boys are equally vulnerable as girls; they too require justice and
freedom to complain.

e The most important provision of this act is that the identity of the child is kept

confidential and is not revealed to anyone.
RELEVANCE

This act was made with the motive, to provide a platform on which victims of sexual offences
can easily seek justice. This act deals with cases in a more humane aspect to provide an apt
environment for innocent children. This act also prohibits Judicial Victimization of children.
“Sexual offences against children, especially girls, are steadily rising, suggested further analysis.
A third of the crimes against children were registered under the Protection of Children Against
Sexual Offences Act (POCSO), 2012 (53,874 out of 149,404 — i.e. 36.1 percent of total crimes

against children)”®.

We have seen an increasing trend nowadays in the cases of sexual assault and harassment of
children under the POCSO ACT. This can be because of increased awareness and can be because
of the environment to which today's children have been exposed i.e. the environment of social
media. In the twentieth year of the 215t century, our world experienced a deadly wave of viruses
i.e. Corona Virus which was termed a pandemic all over the world. We the people of this planet
have never experienced such havoc all around the earth even after having pre-eminent medical

facilities available.

¢ Abhik Bhattacharya, ‘'NCRB Data Shows COVIS-19 Pandemic made children more vulnerable to crime” (Down
To Earth, 1 September 2022) <https://www.downtoearth.org.in/blog/governance/ncrb-data-shows-covid-19-
pandemic-made-children-more-vulnerable-to-crime-84657> accessed 26 August 2022
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PANDEMIC

The year 2020 is a year full of unpredictable things. Deadly Corona Virus, lockdowns, isolations,
quarantine, steep fall in economies, high death rates in the Western world, school closure, and
a lot more. Children from all over the world suffered a lot more during the pandemic. In 2020,
it was projected that the global socio-economic crises caused by the pandemic could push 142
million more children into monetary poor households in developing countries.” The pandemic
had a very negative impact on the children's mental health, education, way of living, and on
their carefree days of life. Children from poor families even faced problems related to food
security, financial security, psychological stress, etc. These reasons paved way for increased

dropouts.
USAGE OF THE INTERNET DURING THE PANDEMIC BY STUDENTS

During corona times everyone was confined to the four walls of their houses, all offices,
educational institutes, shops, malls, etc. were closed. Children have not faced the dangers of
death but have faced problems regarding their studies. This is where the internet outshined
society. The concept of online classes emerged, which was more or less the same as distance
learning. Students got connected with their peers and teachers through google meet, zoom, etc.
Internet provided the option of working from home to parents so that financial stability can be
maintained. Online classes put forth the conditions of having smartphones, laptops, wifi

connections, and a lot more.

A child is considered to be an unripe seed that is still in the process of becoming a fruit.
Providing internet to children along with the gadgets, was the need for an hour, but not telling
them about its proper usage and not keeping an eye on what they are doing on these devices
was negligent behaviour by parents. Every coin has two sides good or a positive one and a
negative one. Everyone admits the importance of the internet and uses it for multiple purposes

such as payment of bills, online shopping, online learning and most importantly making

7 ‘Impact of COVID-19 on children living in poverty’ (UNICEF, December 2021)
<https:/ /data.unicef.org/resources/impact-of-covid-19-on-children-living-in-poverty/> accessed 25 August
2022
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connections all over the world through the means of social media but what about the crimes that

accompany it?

Children are being exposed to a greater world through the usage of social media. They are not
aware of the pros and cons of using the internet, due to which many online crimes are happening
these days such as cyberbullying, hacking, phishing, and the most dangerous, stressful, and
heinous crime among them all is Child Pornography. The targets of Child Pornography are
children below the age group of 18 years. Child pornography as stated under POSCO ACT 2012
defined as "any visual depiction of sexually explicit conduct involving a child which includes
photographs, videos, digital or computer-generated image indistinguishable from an actual

child or an image created, adapted or modifies but appears to depict a child."®

Nowadays, we know that the accessibility to the services provided by the internet is easily
available and cheap too and along with this accessibility of personal smartphones have worked
as adding oil to the fire. Parents provided smartphones to their children to study online during
lockdown but in reality, this is turning into a boon for the predators or criminals who use
internet services for evil purposes like extorting money, and compelling someone to do an illegal
act. The availability of cheap internet services is cheery on the top of the cake for these people.
This helps them to create child-abusive content online and provides them with the opportunity

to trap children in the web they have created.

Online classes during the pandemic provide these undertakings with a boost. Colleges and
universities have begun to hold online lectures as a result of the shutdown of the institutions,
students were provided with access to smartphones and the internet. Students are utilizing the
internet more often and spending more time on their smartphones. As a result, there is a rise in
the production and dissemination of content involving child sexual abuse. “According to
research by the Indian Child Protection Fund (ICPF), during the lockdown, consumption of
child pornography in the nation increased alarmingly by 95%. Cybercrime increased as a result

of more people utilizing internet access. The well-known "boy's locker room case involves the

8 POCSO Act 2012, s 2(da)
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unlawful use of internet resources during a lockdown, in which some boys who belonged to the
Boy's locker room Instagram group uploaded indecent pictures of young girls, offensive words,
and discussed plans for "gang raping" females. Swati Maliwal, the executive director of the Delhi
Commission for Women, and the National Commission for the Protection of Child Rights
responded after screenshots of these chats were released and quickly went popular on social

media.”?
LACK OF KNOWLEDGE REGARDING SEX EDUCATION

Children nowadays are exposed to those things that are required to be hidden, but in this
country which is having fundamental rights such as the right to freedom of speech and
expression, hiding anything is difficult, so here comes the concept of Sex Education. Students
are required to be taught about sex education in schools and colleges so that if by chance they

saw anything abusive that may not have a long-term impact on their minds.
CHILDREN SUFFERINGS DURING LOCKDOWN

The COVID-19 pandemic had already made everything worse, adding to it were cyber crimes,
which had made the situation worst. Children equipped with smartphones and laptops, bound
in their houses, attending online lectures, and with this excuse of being online all day long, had
given predators to exploit children. Data from the department of telecommunications has
revealed that between March 22 and March 28 (the initial part of the lockdown), India consumed
an average of 3,07,963 terabytes of data. Children who are confined to their homes and spend
more time online communicate with strangers and make new acquaintances, which has a
negative influence and they often get themselves into trouble. Children who are sexually
exploited online can suffer substantial physical and psychological harm. Sexual abuse has a
devastating impact on a child's mental health. The emotional divide is a result of parents and

children not communicating with one another. The fact about these predators and sexual

9 Adv Madhuri Mohan Gabhud, ‘Rise of Online Sexual Exploitation of Children and Cyber Crime During
Lockdown’ (E-Justice India, 14 May 2021) <https://www.ejusticeindia.com/rise-of-online-sexual-exploitation-of-
children-and-cyber-crime-during-lockdown/> accessed 26 August 2022
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abusers occasionally revealed in the news is that they are known individuals or family people.

Victims feel alone and helpless, which can lead to despair.

"The report of the Child Protection Fund (ICPF) cites data from the world's largest pornographic
website 'porn hub' and suggests a snowballing increase in search for keywords like "sexy child",
"teen sex videos" and "child porn". Worryingly, the government helpline for child abuse received
92,000 SOS calls seeking protection in a short span of 11 days. Cases of online harassment have
seen an increase by five times since the outbreak of the Covid -19 pandemic, National
Commission for Women (NCW) Chairperson Rekha Sharma said"1%. The 2020 Child Safety
Online Index, a survey of 30 countries conducted during the pandemic’s first year, ranks India
ninth (with an ‘average’ rating) for having the ‘best online safety for children but second in
terms of the ‘extent of cyber risks faced by children. This appears to indicate that children in
India face a high volume and wide range of cyber risks, but the country’s efficacy in dealing

with these risks is ‘average’!l.
LACK OF AWARENESS AND NEGLIGENCE BY PARENTS

Children are not mature enough to know what is right for them and what is not, and that's why
they are backed by their parents in every aspect of life, be it education, social life everything. But
during the lockdown parents neglected their children. As already mentioned, children are not
aware of what is good or bad so parents must keep a check on their children, to keep an eye on
all that he is doing, especially when they are having smartphones with them all day long.
Children cannot be all the time studying with the help of these devices so parents must be aware
of their activities on social media. To prevent misuse of these devices and prevent their children
from child abuse, the major role is played by their parents. Parents are required to make
themselves aware of the online abuse that their children might face. They are required to teach
their children all the dark side that social media and the online world can offer them. Both the

NCPCR and the Ministry of Education have produced and disseminated manuals for school

10 Ibid
11 Anirban Sarma (n 2)

243



JUS CORPUS LAW JOURNAL, VOL. 3, ISSUE 1, SEPTEMBER — NOVEMBER 2022

safety that also act as compendia of the rules, legislation, and reporting procedures in place

about children's online safety.
INTERNATIONAL LAWS

“Sexual violence against children during conflict is one of the six grave violations identified and
condemned by the UN Security Council. The six grave violations form the basis of the Council’s
architecture to monitor, report, and respond to abuses suffered by children in times of war.
Ending and preventing these violations is also the focus of the Special Representative’s work
and advocacy”. Rape and other sexual assaults on minors are against their rights and may
constitute serious violations of international humanitarian law. Sexual violence can be classified
as war crimes and crimes against humanity under the Rome Statute of the International Criminal
Court if it is part of a widespread or organized assault on a civilian population. The Security
Council recognized sexual violence against minors as a vital priority in resolution 1882 (2009),
and it urged parties to armed conflict to create and carry out action plans to address the

violation!?.
CONCLUSION

The future of this country's growth is in the hands of the children, who are one of our society's
most valuable assets. Thus, it is the responsibility of the state to ensure that children receive
a decent education and knowledge to defend their rights. More stringent legislation should be
passed and put into place by the state to stop child sexual exploitation and cybercrime. Children
are naive, and they aren't aware of how the internet may ruin their future. Parents must have a
duty to advise and inform their children about the benefits and pitfalls of using the internet, as
well as the repercussions of doing so. Children and their parents should have a sex discussion.
Instead of keeping it secret, sexual education for youngsters must be provided by schools and
institutions. If the youngster is conscious, he won’t fall into the trap of these heinous crimes.
Nowadays, all new kinds of cyber frauds have emerged, and we are required to be even more

vigilant. Though the internet is a boon in many spheres of life as it protected many to become

12 1bid
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bankrupt, supported financially through the option of working from home, helped students to

continue their education through the means of online classes, etc. but this all is beneficial till the

time it is used beneficially and judiciously.
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