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WAR WITH NO HUMAN 

Rahul Gaur1 

ABSTRACT  

Cyber warfare though sounds like war but is new and latest trend of war. It is conducted on 

computers by humans in virtual form and most important of which there is no loss of human 

life but still the other nation is defeated. There exists various countries like USA, Russia, 

China who have become super power in cyber warfare but countries like India are not only 

lacking but they are still waiting for something big to happen to act on it. This paper tries to 

convey a basic idea to its reader about cyber war and how it has transformed from a 

theoretical concept to a practical approach. Also the lacking of any framework both at 

national and international level is shown and the current position of India is also highlighted 

and also various steps are suggested as how to combat with this latest trend and most 

dangerous form of war. Also as it is not only latest but also it is impossible to identify that 

either a country was attacked with it or not and even if after identification it is impossible to 

stop it and find anyone guilty as there is no proper frame work for the same. So we can say 

that it is a war with no limitation and no norms and most cruel of any form of war. 

INTRODUCTION 

Cyber warfare is the latest war technique which has emerged in 21th century with the 

introduction of military security setup online. Cyber warfare is nothing but war with the help 

of computers in order to disturb the ongoing functions of state with the intention to cause 

harm to the other country. It the same as traditional war but it is on computers and fight 

without humans, in short we can say it as war with no humans. Though cyber war being a 

new concept, it is used most because of its techniques and way of conducting the same. 

Though there exists various laws to regulate the same both at international and national level 

but they have to experience the most common drawback that is implementation of the same. 

This form of war earlier exists only in theory but with the help of latest examples we can 

consider it as a practical and most dangerous aspect of any war for which only few countries 

lead the same and others are pourable in front of them and they even can’t protect themselves 

                                                             
1 B.B.A LLB, FOURTH YEAR, B.V.D.U, NEW LAW COLLEGE, PUNE. 
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as UN also has not passed any resolution for the same even UNSC has also not coined the 

same issue because this power is handed by them only and to maintain their dominance they 

want let this issue to addressed unless and until a major war will launch with this method. 

Further various aspects of cyber war and its legal aspect is covered and in end there are 

various suggestions are given to deal with such a war with the Indian point of view. 

DEFINING CYBER WARFARE 

“Cyberwarfare refers to the use of digital attacks -- like computer viruses and hacking -- by 

one country to disrupt the vital computer systems of another, with the aim of creating 

damage, death and destruction. Future wars will see hackers using computer code to attack an 

enemy's infrastructure, fighting alongside troops using conventional weapons like guns and 

missiles.”2 “Sending soldiers into trenches and onto the frontline is no longer necessary as the 

hell of war is increasingly conducted online. This is called cyber warfare and it involves the 

use of technology to attack other nations, governments, and citizens by attacking their 

computer systems.”3 

“Cyberwar is usually waged against government and military networks in order to disrupt, 

destroy, or deny their use. Cyberwar should not be confused with the terrorist use of 

cyberspace or with cyberespionage or cybercrime. Even though similar tactics are used in all 

four types of activities, it is a misinterpretation to define them all as cyberwar. Some states 

that have engaged in cyberwar may also have engaged in disruptive activities such as 

cyberespionage, but such activities in themselves do not constitute cyberwar.”4 In simple 

words we can say that cyber warfare is the use of hacking techniques by the person 

authorised by the government of a particular country to take secret information of other 

country or to cause any form ogf damange to the attacked nation. 

 

LIST OF LAWS WHICH CAN BE USED FOR CYBER WARFARE 

Cyber warfare can be dealt with the help of following laws:- 

                                                             
2 Steve Range, What is cyberwar? Everything you need to know about the frightening future of digital conflict, 
ZDNET, December 4, 2018 -- 10:19 GMT (15:49 IST), https://www.zdnet.com/article/cyberwar-a-guide-to-the-

frightening-future-of-online-conflict/ 
3 IT Pro team, What is cyber warfare? , IN-DEPTH,16 Mar 2020, https://www.itpro.co.uk/security/28170/what-

is-cyber-warfare 
4 John B. Sheldon, Cyberwar, britannica, https://www.britannica.com/topic/cyberwar 
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1. Tallinn manual 

2. Information technology act 2000 

3. Cyber security act 2013 

4. Space laws 

5. International peace treaty(Vienna convention, additional protocol 1 and so on) 

6. United nations cyber security measures 

7. Cyber space laws 

HOW IS CYBER WARFARE CONDUCTED 

“Nation/State-sponsored hackers (hackers either in the military of a nation/state or supported 

by said state) attack computers and networks that are involved with sensitive resources within 

a country. They do this like you would hack any other computer or system: you learn as much 

as you can about the system, you figure out its flaws, and you exploit those flaws to either 

gain control of that system or destroy it.”5 

 “The cyberspace domain is composed of three layers. The first is the physical layer, 

including hardware, cables, satellites, and other equipment. Without this physical layer, the 

other layers cannot function. The second is the syntactic layer, which includes the software 

providing the operating instructions for the physical equipment. The third is the semantic 

layer and involves human interaction with the information generated by computers and the 

way that information is perceived and interpreted by its user. All three layers are vulnerable 

to attack. Cyberwar attacks can be made against the physical infrastructure of cyberspace by 

using traditional weapons and combat methods. For example, computers can be physically 

destroyed, their networks can be interfered with or destroyed, and the human users of this 

physical infrastructure can be suborned, duped, or killed in order to gain physical access to a 

network or computer. Physical attacks usually occur during conventional conflicts, such as in 

the North Atlantic Treaty Organization’s (NATO’s) Operation Allied Force against 

Yugoslavia in 1999 and in the U.S.-led operation against Iraq in 2003, where communication 

networks, computer facilities, and telecommunications were damaged or destroyed.”6 

                                                             
5 Quora Contributor, How Does Cyber Warfare Work? , forbes, ul 18, 2013,12:45pm EDT, 

https://www.forbes.com/sites/quora/2013/07/18/how-does-cyber-warfare-work/#4ee6e7d144ce 
6 John B. Sheldon, Cyberwar, britannica, https://www.britannica.com/topic/cyberwar 
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“Information on the Internet is exchanged through packets of data sent by computers to each 

other. A file or request for information is divided up into these packets to make the load 

manageable for the computer to process and the Internet connection it travels over. Each 

packet can carry up to 1500 bytes of information. Each byte is comprised of eight bits of data. 

Each bit can either be a zero or a one. The byte system allows what humans read as words or 

numbers, as well as logical processes within computer applications, to be transferred from 

one place to another in binary. Binary is a language entirely comprised of ones and zeros. 

One represents true and zero represents false. A computer at its base level reads these ones 

and zeros and can execute any function it is told to do. Essentially, binary acts as a set of 

instructions for the computer to follow.”7 The hackers or so called cyber soldiers uses 

advantage of this online stored database as it can be accessed from anywhere in the world and 

by sitting anywhere they can access it and can also hack and enter in its private zone with the 

help of coding. What they have to do is to send a request and ones they are entered they can 

do whatever they want and no one can easily catch anyone, if somehow they come to know 

about the same, first it is impossible to know who that person is, if somehow they come to 

know, they cannot catch him as he is in other country and might or might not that country 

will help other country to catch that person as it is sponsored by them only. 

FORMS OF CYBER WARFARE 

There exists two broad form of cyber warfare and under it exists various methods to conduct 

the same. These two forms are: 

 Espionage 

 “Espionage is basically taking information that wasn't meant for you. In the case of cyber 

warfare, you're going to be stealing tactical and strategic information: information about 

troop movements, the strengths and weaknesses of weapon systems, the dispositions of 

various and anything else about sensitive (read: necessary to wage war) resources that 

might be important to know.”8 

 Sabotage 

                                                             
7 Khursheed Ansari, Where are all the data on the Internet stored? , Quora, August 6, 

https://www.quora.com/Where-are-all-the-data-on-the-Internet-stored 
8 Quora Contributor, How Does Cyber Warfare Work? , forbes, ul 18, 2013,12:45pm EDT, 

https://www.forbes.com/sites/quora/2013/07/18/how-does-cyber-warfare-work/#4ee6e7d144ce 
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“Also called "direct action," this is when we take an active role and go out there and do 

something. In cyber warfare sabotage can be something as benign as dropping a 

government's website to causing a nuclear meltdown at a nuclear plant. It’s a pretty broad 

phrase, but just remember it means "do something" whereas espionage here means "learn 

something.”9 

CYBER WAR EXISTS IN REALITY OR JUST IN PAPERS  

 “Kosovo War: May 7, 1999: During the Kosovo War, a NATO jet bombed the 

Chinese embassy in Belgrade because it was providing communications support for 

the Yugoslav army. Less than 12 hours later, the Chinese Red Hacker Alliance 

formed up and retaliated by launching thousands of cyber-attacks against U.S. 

government websites.”10 

 “The government of the eastern European state of Estonia announced plans to move a 

Soviet war memorial, it found itself under a furious digital bombardment that knocked 

banks and government services offline (the attack is generally considered to have 

been Russian hackers; Russian authorities denied any knowledge). However, the 

DDoS attacks on Estonia did not create physical damage and, while a significant 

event, were not considered to have risen to the level of actual cyberwarfare.”11 

 “On December 2019, Russian government hackers targeted Ukrainian diplomats, 

government officials, military officers, law enforcement, journalists, and 

nongovernmental organizations in a spear phishing campaign.”12 

 US government alleged that Chinese government has stolen its stealth fighter jet 

technology F-22 and F-35 and with the help of the stolen technology the china is 

developing its various 5th generation stealth fighter like J20 and various others in the 

list. 

INTERNATIONAL PROCEDURE CONTROLLING FOR CYBER WARFARE 

                                                             
9 Quora Contributor, How Does Cyber Warfare Work? , forbes, ul 18, 2013,12:45pm EDT, 

https://www.forbes.com/sites/quora/2013/07/18/how-does-cyber-warfare-work/#4ee6e7d144ce 
10 Jeffrey Carr, Real Cyber Warfare: Carr's Top Five Picks,Forbes, Feb 4, 2011,12:44pm EST, 

https://www.forbes.com/sites/jeffreycarr/2011/02/04/real-cyber-warfare-carrs-top-five-picks/#7bdd8f512ef5 
11 Steve Range, What is cyberwar? Everything you need to know about the frightening future of digital conflict, 

ZDNET, December 4, 2018 -- 10:19 GMT (15:49 IST), https://www.zdnet.com/article/cyberwar-a-guide-to-the-

frightening-future-of-online-conflict/ 
12 Significant Cyber Incidents, Significant Cyber Incidents, https://www.csis.org/programs/technology-policy-

program/significant-cyber-incidents 
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If we see for the international conventions and treaties there exists only one major manual 

which is formed by the members of the NATO countries? Few of the points covering cyber 

warfare are: 

 The manual provides for sovereignty, jurisdiction and control of state in relation to 

the cyber security on its own territory. Rule 1 provides for the jurisdiction of the 

state to make any law for its cyber security within its own territory and not 

interfering in any others countries cyber security. Rule 2 of provides for jurisdiction 

of the state to exercise its power over any person of the state. And rule 3 of the same 

part provides for control of the state over its own territory and to deal with them 

without any interference. Under section 2 of the same part the responsibility of the 

state is described which clearly says that interference of state in any type of attack 

over any other country is unlawful. 

 Rule 13 gives power to the state for doing self-defense from any type of cyber-

attacks over them. Which means they can employ any kind of hackers to safe guards 

them from any such attack and also make any law within its territory. Under rule 16 

the collective self-defense provision is which gives power to different countries to 

combine together and cope up with this attack together. As per rule 18 the United 

Nations Organization can conduct any act to promote cyber security as for the 

protection of ever one. And these acts are not considered as unlawful under the 

manual as it is done for the welfare of everyone and in doing so someone might 

have to suffer and he says that it is unlawful so as to prevent this confusion united 

nations and other International organizations are kept separate from this. 

 Rule 85 talks about the collective punishment for doing such as act and rule 95 talks 

about the neutral regions which are neutral for all and no one has control over it like 

Antarctica. 

           This is the only manual which is to regulate cyber war and it is connected with other treaties 

to regulate it enforceability and not applicable totally on the states which are not the members 

of United Nations assembly. The same don’t enforces any country to follow it as it only 

provide for the guide line that how the cyber war or cyber-attacks are to prevented and 

tackled. And for its enforceability the Vienna convention has to be practiced to find someone 

guilty. And it is clearly mentioned in Vienna convention that the enforceability of the 
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decisions of the International court of Judges is not mandatory on any country and it is on the 

will of that country whether to implement it or not. 

LAWS IN INDIA AS TO REGULATE CYBER WARFARE 

To regulate cyber war or cybercrimes in India there are two laws Information Technology 

Act 2000 and NCS Act 2013. 

 The National Cyber Security act 2013 was enacted as at that time there was shortage 

of the personal or persons dealing with cyber security as today also there are only 550 

approx. personal taking care of whole India’s cyber security. As to fulfill this shortage 

the government has enacted this act as to give importance to ICT and cyber security 

of the country. As they heir 500000 persons for India’s cyber security with 24 hours 

cyber security to the country and also to provide safe cyber economy to the civilians 

and military for doing their functions effectively and efficiently. This act only talk 

about how to achieve cyber security but not talks exactly about how to deal with 

cyber war as these personal are only appointed to provide economic and 

communication safe to the people but in defense sector there is not as much as 

emphasis is given then it was expected. This provision is just like guideline how to 

safe guards our economy from other and not on how to be safe guards us from cyber 

wars…….  

 The Information Technology Act 2000 is only for the citizens of India as in its section 

1 it is mentioned that it extends to the whole territory of India. This means that this act 

is also not reliable to protect India from cyber war. 

 Also section 70A of the IT Act, 2000 provides for the formation of the Nodal Agency 

to keep check on the acts done by people on internet and section 69A provides power 

to the government to block access to public domains if it involves any form of threat 

to the citizens of the country. But as such there exists no specific law or rules or 

guideline to either form a defensive measure against the cyber war if one caused. 

India don’t have sufficient measures to protect itself from cyber war nor it has appropriate 

work force, if there exists some provisions then it is only limited to the territory of India i.e., 

India is lacking proper infrastructure and laws to deal with cyber wars and attacks properly. 

And it is lacking very much to cope up with other countries. 
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INDIA’S STAND IN CYBER WARFARE 

            “Since 2018, the military has been working behind the scenes to set up a force to handle 

cyber warfare, picked from all corners of the Indian Air Force, the Army and the Navy with 

expertise in the domain to assist in such operations. The Defence Cyber Agency (DCA), 

coordinating with the NCS Advisor (NCSA) will work and has reportedly got around 1,000 

people working out of the Army, Air Force and Navy. The DCA will make of use of the 

Indian Army’s indigenously-developed Bharat Operating System Solutions (Boss) which 

will has helped in guarding the Indian Army’s communication network till date.”13 

“With the internet user base increasing by the year, and more devices connecting to the 

internet, the cyber threat is critical and India needs to improve its existing systems to make 

sure the enemy doesn’t breach its defense with ease, Indian officials worry that China could 

disrupt their computer networks during a conflict. One expert confided that an exclusive 

reliance on Chinese hardware might give China a “permanent” denial-of-service capability, 

One sophisticated attack on an Indian Navy headquarters allegedly used a USB vector to 

bridge the “air-gap” between a compartmentalized, standalone network and the Internet.”14 : 

The Indian Army has yet to develop anything remotely resembling the Chinese INEW 

approach encompassing cyber warfare and electronic warfare. A likely reason for this is that 

there is inadequate interaction between the Indian Army Training Command (ARTRAC), 

which is responsible for formulating and updating service doctrine, and all the technical 

entities, such as the Defence Intelligence Agency (DIA), the Corps of Signals, the Defence 

Information Assurance and Research Agency (DIARA), and the National Technical 

Reconnaissance Organisation (NTRO).”15 “Indian IT specialists have created a product that 

may be used to process massive amounts of information for the purposes of intelligence and 

counter-intelligence. It has already been tested: according to the Indian media, police used it 

to successfully prevent several protests by analyzing the social media activity of certain 

individuals and to find roughly 3,000 children missing in New Delhi. There are plans to 

                                                             
13 The Quint, Is India Ready For a Cyber Attack? , 26 Feb 2019, 06:29 PM IST, https://www.thequint.com/tech-

and-auto/tech-news/indian-airstrikes-cyber-warfare-preparedness-where-it-stands 
14 Kenneth Geers, Darien Kindlund, Ned Moran, Rob Rachwald, WORLD WAR C : Understanding Nation-

State Motives Behind Today’s Advanced Cyber Attacks, fireeye, https://www.fireeye.com/content/dam/fireeye-

www/global/en/current-threats/pdfs/fireeye-wwc-report.pdf 
15 Kartik Bommakanti, Indian Army’s approach to electronic & cyber warfare is nowhere as evolved as China’s 

PLA, 24 July, 2019 8:58 am IST, https://theprint.in/opinion/indian-armys-approach-to-electronic-cyber-warfare-

is-nowhere-as-evolved-as-chinas-

pla/266292/#:~:text=India's%20stand&text=Most%20of%20the%20extant%20work,as%20well%20as%20corp

orate%20entities. 
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complete the development of a new cybersecurity strategy by 2020; it is intended to ensure 

the protection of important data given the introduction of 5G technology which, according to 

Lt. Gen. Rajesh Pant, the National Cyber Security Coordinator on the National Security 

Council, will radically change the state of affairs in this regard.”16 

CONCLUSION 

            In the above research the light has been laid down on the types or techniques of cyber war 

and how the cyber war is conducted. And also shows that there is no other law at 

international level other than Tallinn Manual which is formed by NATO countries. Other 

than that there are no other laws for the same and also in India there are no appropriate 

infrastructure and policies to ensure its cyber security and defend itself from cyber war. And 

due to shortage of law the identification of the person who conducts war is not possible 

though it is tried to identify by the researcher by comparing it with traditional war. The 

current position of India is also shown which show that India is not able to protect itself from 

cyber war in any situation. India lacks both national and international regulating for stopping 

cyber wars and also the lack of active personal and self-sufficiency of the country to protect 

itself from any type of cyber-attack and war. And also that India is from all the side rounded 

with its enemies so to be without any fear of being launch cyber-attack by the other India has 

to safe guard itself and employee the required number of personal to do so.  

             To improve its situation India has to focus on developing new infrastructure to defend itself 

from cyber war. The Indian armed forces has started a good initiative in this field in 2018 but 

as is the nature of Indian diplomats and bureaucrats that unless and until something big 

happens we don’t act, same is happening now also we are waiting for someone to attack us, 

so that we can act. India is far behind its major enemies like China and Pakistan as they both 

have dedicated cyber teams in here army. India has to as soon as possible establish a cyber-

team in its armed forces to defend itself from such attacks and also to allot a separate budget 

and training for such a development. In simple words we can say that India has a long road 

ahead to cover, so it has to start as soon as possible and also India has to take initiative to 

make national laws and use its diplomatic channels at the international level to force the 

                                                             
16 Alexey Kupriyanov, India in the Era of Cyber Wars, July 29, 2019, https://russiancouncil.ru/en/analytics-and-

comments/analytics/india-in-the-era-of-cyber-wars/ 
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international community to take a view and take preventive action at international level to 

stop it. 
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